
International Research Journal of Education and Technology 
Peer Reviewed Journal, ISSN 2581-7795 

 

65 
@2019 Volume 2 Issue 10 October – 2019 www.irjweb.com 

 

"Evaluating Risk Mitigation Approaches in Cyber-bullying 

Victimization: A Quantitative Study" 

Kaushik Kumar, Sanjay Singh Bhadoria 

 
PG Scholar, CSD, Dr. APJ Abdul Kalam University Indore, M.P., India 

Assistant Professor, CSD, Dr. APJ Abdul Kalam University Indore, M.P., India 

Abstract 

The exponential growth of Information and Communication Technology (ICT) has infused daily 

life with immense benefits while also exposing young users to unprecedented risks, notably cyber-

bullying. This review synthesizes data from a significant Indian research study that surveyed over 

500 adolescents aged 12–19 to examine the prevalence, characteristics, psychological impact, 

behavioral correlates, and mitigation strategies related to cyber-bullying. Quantitative findings 

reveal alarmingly widespread experiences—nearly 50% of participants reported direct or indirect 

engagement with cyber-bullying incidents. Key risk factors include frequent ICT use, unsupervised 

digital activity in private spaces, and risky online behaviors such as sharing personal information or 

passwords. The study critically analyzes the roles of demographic factors, online activity patterns, 

and the psychological and academic consequences of victimization and perpetration. While several 

international and Indian studies have proposed technical, legal, and social interventions, current 

mechanisms remain only moderately effective, with substantial gaps persisting in awareness, 

reporting, and preventive education. This review identifies urgent needs for adaptive, multi-layered 

approaches that combine behavioral education, parental involvement, institutional frameworks, and 

scalable technological solutions to mitigate this pervasive adolescent threat. 

Introduction 

Background 

The proliferation of ICT, particularly among youth, has reshaped educational, social, and 

recreational paradigms across the globe. Digital platforms offer adolescents opportunities for 

collaboration, self-expression, and learning, but also introduce unique vectors of risk such as cyber-
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bullying, identity theft, and invasion of privacy. Defined as “willful and repeated harm 

inflicted through electronic devices,” cyber-bullying is differentiated from traditional bullying by 

its relentless, borderless, and sometimes anonymous nature. The Pew Research Center (2016) and 

other international reports highlight rising trends: 61% of parents check their teens’ online activity, 

while over 16% use location-tracking or parental controls. Notably, 92% of Indian youth share 

personal details online despite high awareness of digital risks. 

Significance 

Cyber-bullying among teenagers in India mirrors global patterns, but is complicated by specific 

socio-cultural and legal contexts. Reports show rising complaints related to digital harassment, fake 

identities, stalking, and defamation, often with gendered, social, and psychological consequences. 

Effects on victims include depression, poor academic performance, reputational harm, and, in 

extreme cases, suicidal tendencies. Adolescent perpetrators themselves face legal and academic 

sanctions that often fail to address root causes. Existing interventions—spanning educational 

policies, technological tools, and legal responses—have achieved limited success due to lack of 

integration and the rapidly evolving nature of online behaviors. 

Objectives 

This review paper aims to: 

 Synthesize empirical and theoretical research on cyber-bullying, focusing on Indian 

adolescents aged 12–19. 

 Critically evaluate the prevalence, forms, and psychosocial impacts of cyber-bullying. 

 Review and compare at least ten seminal studies for thematic analysis. 

 Identify key behavioral, contextual, and institutional risk factors. 

 Assess current mitigation and prevention strategies, highlighting research and intervention 

gaps. 

 Offer recommendations for future research and practice. 

Literature Review 
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1. Theoretical Definitions and Typologies of Cyber-Bullying 

Multiple scholars have sought to define cyber-bullying, distinguishing it from offline forms of 

harassment. Bauman (2007) sees it as repeated and hostile behavior via email, text, instant messages, 

or defamatory web postings, targeting victims with the intent to harm. Shariff & Gouin (2005) frame 

it as “covert psychological bullying conveyed through electronic mediums,” emphasizing its 

psychological and relational harm over physical. According to Patchin and Hinduja (2006), cyber-

bullying is “willful and repeated harm inflicted through the medium of electronic text, computers, 

and other devices.” The U.S. Legal Definitions (2012) stress the persistent, public, and often 

anonymous nature of the attack, incorporating actions such as rumor-spreading, fake profiles, and 

image manipulation. 

2. Types and Mechanisms of Cyber-Bullying 

M.K. Mishra et al. (2015) categorized cyber-bullying into eight forms: flooding (spamming 

victims), masquerade (identity impersonation), flaming (posting vulgar messages), trolling 

(provoking online disputes), harassment (malicious messaging), cyber-stalking, denigration 

(spreading false information or gossip), and exclusion (ostracizing individuals from digital groups). 

International surveys such as those cited by nobullying.com indicate that 80% of teens use cell 

phones as common mediums and 95% witness bullying on social media platforms. 

3. Prevalence and Demographics 

Studies consistently indicate widespread exposure: the Indian thesis surveyed 504 students aged 12–

19, finding a near-even split between male (63.5%) and female (36.5%) participants, predominantly 

from urban backgrounds. Over 50% reported using ICT “sometimes” or “often,” and significant 

portions spent more than 30 minutes daily on online activities. Consistent with other research 

(Cross-Tab, Microsoft, 2012; Slonje, Smith & Frisén, 2013), exposure is often highest among 13–

17-year-olds, with frequency of victimization and perpetration tied to unsupervised internet usage 

and risky disclosure practices. 

4. Psychological and Academic Impacts 

Cyber-bullying exerts profound effects: Betts (2016) and Dilmaç & Aydoğan (2010) document 

increased rates of depression, anxiety, social withdrawal, and suicide among victimized teenagers. 
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Academic repercussions include declining grades, disengagement, and negative school 

climate (Li, 2010). Perpetrators themselves face suspensions or legal charges but are rarely 

rehabilitated, perpetuating cycles of harm. 

5. Behavioral Correlates and Risk Indicators 

Statistical analyses (Patchin & Hinduja, 2012; the thesis under review) demonstrate strong 

correlations between cyber-bullying involvement and risky online behaviors: password-sharing, 

sending messages to unknown contacts, posting personal data, and extensive social media 

engagement. The reviewed thesis found that those using ICT in private locations (bedroom/home) 

were significantly more likely to experience victimization—supported by Pearson correlations and 

chi-squared tests indicating statistically significant relationships (p < 0.05). 

6. Institutional and Parental Mediation 

Pew Research Center (2016) highlights the spectrum of parental responses—ranging from 

monitoring online activity (61%), restricting access (55%), to using digital controls (16%). 

Institutional interventions typically focus on policy development, digital literacy, and sporadic 

enforcement. However, findings from Rosen (2011) and Livingstone (2014) reveal such efforts are 

often undermined by the inability of adults to keep pace with adolescent digital cultures, rendering 

many technical protections ineffective in authentic real-world contexts. 

7. Legal and Policy Frameworks 

While India has introduced amendments to the IT Act to address issues like cyber-stalking, there 

remains a conspicuous gap in comprehensive legislation specifically targeting cyber-bullying. 

Internationally, laws such as COPPA and CIPA in the US focus more on data protection than 

harassment, while European strategies emphasize multi-stakeholder education and adaptive legal 

responses (Slonje, Smith & Frisén, 2013; Halder & Jaishankar, 2008). 

8. Relationship to Traditional Bullying 

Smith et al. (2008) and others argue that cyber-bullying’s impacts are at least comparable, if not 

more severe, than traditional bullying due to the relentless, public, and inescapable nature of online 
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aggression. The thesis’ findings illustrate that approximately 20% of participants faced 

repeated victimization online, many experiencing both forms of bullying interchangeably. 

9. International Survey and Comparative Studies 

Comparative metrics by Cross-Tab, McAfee, and EU Kids Online underscore that Indian teens are 

at even higher risk than their international peers: 52% report being cyber-bullied, and only 6% of 

parents are aware of the intensity of their children’s experiences. EU Kids Online (2011) reports 

33% of 9–16 year olds feel uncomfortable about online content, and over half have observed digital 

abuse among peers. 

10. Interventions and Gaps 

Jonkers (2010), Chen-Ya Wang et al. (2009), and others have proposed agent-based models, 

emotion-recognition software, and machine learning for early detection and mitigation—yet 

empirical evidence for effectiveness in adolescent populations remains limited. The reviewed thesis 

finds that most technical and behavioral interventions are stymied by lack of awareness, socio-

cultural inertia, and rapidly evolving communication tools. 

Discussion 

The surveyed research consolidates and extends the findings of both Indian and international 

literature on cyber-bullying. The data provide robust evidence that digital risk behaviors—including 

unmonitored social media use, password sharing, and excessive time online—are predictive of both 

victimization and perpetration among teenagers. Notably, the research integrates statistical analysis 

and psychological theory to identify four key variables: ICT engagement, cyber-bullying actions 

taken, attitudes towards cyber-bullying, and online risky behaviors. 

A critical insight from the survey is the heightened vulnerability associated with private ICT use—

a finding that intersects with earlier research on the protective function of parental and institutional 

supervision. In the Indian context, lack of regulatory specificity and social stigma further discourage 

reporting. Legal recourse remains fragmented, with few cases pursued due to evidentiary and 

jurisdictional challenges. 
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Despite parental monitoring and sporadic institutional policy, the cultural normalization of 

digital sharing (92% of Indian teens post personal data online) substantially magnifies risk. 

Quantitative analyses, such as Pearson’s correlations, provide empirical support for the theoretical 

models proposed by Patchin and Hinduja (2006) and others: each increment of unsupervised activity 

or risky sharing raises the odds of victimization or becoming a perpetrator. 

The literature consistently highlights the inadequacy of reactive or technocentric solutions. 

Educational outreach, while essential, has not kept pace with technology evolution or adolescent 

communication habits. This underscores a persistent research gap: interventions must be adaptive 

and participatory, engaging youth, parents, educators, and policymakers in codeveloping solutions. 

Policy interventions in the global north (e.g., EU Kids Online, US CIPA/COPPA) provide relevant 

blueprints but need substantive contextual adaptation before transplantation to the Indian digital-

ecological landscape. The findings also suggest that cyber-bullying is not just a technological or 

legal problem but fundamentally a behavioral and cultural challenge. 

Conclusion 

Cyber-bullying constitutes a pervasive and escalating threat among Indian adolescents, propelled by 

rapid ICT expansion and evolving social media landscapes. This review underscores the intersection 

of technological affordances, psychosocial development, and institutional response. Major findings 

include the high prevalence of both victimization and perpetration, strong statistical links to risky 

behavior and unsupervised ICT use, and wide-ranging psychological and academic consequences. 

Practical applications demand a multi-pronged strategy: 

 Digital literacy curricula must be integrated into schools early, focusing on safe online 

behavior and empathy-building. 

 Parental and institutional monitoring needs to move beyond access restriction to fostering 

open communication, trust, and ongoing education. 

 Legal frameworks should be clarified and enforced to directly address cyber-bullying, backed 

by awareness campaigns to reduce social stigma and reporting barriers. 
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 Technological tools such as AI monitoring and reporting systems must be paired with 

human-centered design to encourage responsible use without infringing on privacy. 

Future research should focus on longitudinal studies tracking behavioral outcomes, intervention 

efficacy trials, and transdisciplinary collaborations to co-create scalable, adaptive models for cyber-

risk mitigation. A cultural transformation is required—one in which digital citizenship, 

accountability, and support structures are woven into the fabric of adolescent life. 
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